NCL

Advanced Phishi
Validation Servic

Powered by

Level up your phishing protection with Net Consulting’s
Advanced Phishing Validation Service

— powered by Palo Alto and delivered from our UK
Sovereign SOC.

Worried phishing emails are getting through

your defences? - Don't be.

Our Advanced Phishing Validation Service will

put those concerns to bed. Most email phishing

systems exist as bolt-on solutions, but they can

be complicated to deploy, expensive and often

overkill for smaller enterprises. Our validation

service offers a pragmatic means of detecting phishing while still using best of breed intelligence and
technology.

Phishing has become a serious threat to companies and consumers alike, with phishing and fake emails
being the number one method for all attacks online, from malware to ransomware and password theft to
data breaches - (86% of attacks in 2020 were phishing/fake email based).

In a phishing campaign, you are the fish and the bait is a fake email. The goal is to get you to click on

the links within the email or to give away sensitive information (such as your username and password).
Phishing messages will look like the real thing but are malicious - they may appear to come from a friend,
colleague, customer or supplier. If you click on the links you could be directed to a fake website which
downloads viruses onto your computer or phone, or steals your passwords.

Antivirus solutions are great for viruses, but are woefully inadequate when it comes to detecting phishing.
Do you have protection in place, but still receive suspicious emails that bypass your filters?

With our Advanced Phishing Validation Service, you can rest easy knowing that a comprehensive set of
automated checks help assure the protection of your most sensitive assets from phishing attacks - now,
and for the long-term.

Our service is powered by Palo Alto’'s WildFire platform, a constantly evolving leading edge threat
intelligence, collating data from the largest global community of users. Relax in the knowledge that your
potential threats are being analysed by the best and most up to date intelligence available.

Don’t be a fish.



Features & Benefits

Features Benefits

Continuous link checking Real-time notification of phishing

Real-time web scanning Prevent fraudulent websites

Continually updated threat database masquerading as legitimate websites

Sender validity checking fCaolrsmtl;idence that emails are genuine or

How it works
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It bypasses an
organisation’s existing

- ; It compares result:
email anti-spam filters. compares results &

generates a reputation
verdict.

The user can forward it to
NCL's Email Validation
Service, where the
system extracts files,
links, sender & keywords.
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NCL Advanced Phishing Validation Service

It checks against several threat The user gets sent a
The criminal sends The user receives what sources, including ‘Wildfire’ - notification indicating
a malicious email. seems like a legitimate email, Palo Alto's threat validation service whether the email was
but something seems off. - built from the world'’s largest suspicious or benign.

global community of users.



Service Levels & Pricing

Service Levels

Standard Package
Phishing Validation 24 hrs/day, 365 days/year
Reporting Weekly summary of activity within period
Service Desk Normal business hours
Service Availability 99.5%
Pricing

We offer a range of flexible pricing options dependent upon your preference. The services can be extended
or augmented selecting options from the Service Catalogue.
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